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Maximum Likelihood Failure Detection of Aircraft
Flight Control Sensors
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" A recently developed maximum likelihood failure detection algorithm, based on processing the residuals from
an observer desngned on the assumption of no failures, is applied to the problem of detecting and correcting gyro
or acceleromeier failures in the vertical axis of an aircraft flight control sysiem. Design calculations are
illustrated with a simplified dynamic model and the effectiveness of the failure detection method is demonstrated

by simulation.

Introduction

NEW approach to failure detection and correction in
dynamic systems, frequently known as ‘‘analytic
redundancy,”’ has been burgeoning over the past few years. In
contrast to hardware redundancy—multiple copies of sensors
and. actuators—analytical redundancy exploits the
~relat10nsh1ps between different variables in a dynamic system
to allow different sensors (or actuators) to serve as backups to
each other. Thus, components normally present in a control
system can provide a low-cost .alternative to redundancy
achieved by replicating hardware.

Various -algorithms for implementing analytical redun-
dancy have been described in the literature.! One class of such
algorithms makes use of the ‘‘residuals’’ (‘‘innovations’’) of
an observer F, (e.g., a Kalman filter), designed under- the
hypothesis of no component failure. These residuals are
processed by an auxiliary unit, the purpose of which is to
-detect, identify, and correct for failures. Most of the
algorithms2# are based on the sequential likelihood ratio test
proposed by Wald’ and its generalizations.

A different formulation leading to a new algorithm was
proposed by Friedland$8 for failures in the form of a step
change in a bias. Many types of failures, including, for
example, ramps (integrals of steps), can be represented as step
changes. But, of course, there are other failures (e.g., sudden

" increase in random noise) which do not fall into this class and
for which other methods might be more appropriate.

The algorithm introduced by Friedland also makes use of
the residuals of an observer F, designed under the hypothesis
of no failure; but uses a (simplified) maximum likelihood
filter F,. to process the observer residuals. The second filter,
F,, has the recursive structure of a Kalman filter, but it
contains a nonlinear threshold comparison operation. When a

- particular signal in F, known as a ‘‘trigger”’ crosses a
corresponding threshold, this is taken as an indication of a
failure, i.e., the occurrence of a step change in bias. The gains
of F, are automatically adjusted from those of a low band-
width system to those of a high bandwidth system, so that the
transition can be rapidly tracked. The gains gradually reduce

" the bandwidth of F, until such time as another step change in
bias occurs. Thus it is possible to detect and track several
changes in a bias, provided that the occurrences of such
changes are relatively infrequent.

The performance .of this failure detection strategy in a
dynamic system was demonstrated by simulation with a
simple example in an earlier paper.® The present paper is
intended as another demonstration of the capability of-this
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technique, within the context of aircraft flight control. The
example has been chosen to faciliatate exposition and to make
it possible for the reader to verify the design calculations. The
object of this paper is to illustrate the possibility of detecting
failures in more than one sensor and identifying the failed
sensor, so the use of two sensors, a rate gyro and a normal
accelerometer; is presumed, even though the particular
performance objective—increased damping—could be
achieved with the rate gyro alone.

The investigation reported here is confined to demon-
strating the identification of a failed sensor and estimation of
the bias change caused by the failure. The issue of how to use
the data provided by the algorithm is not addressed here.
Since the sensor bias changes can be tracked, it presumably
would be possible to continue using a ““failed’’ sensor in a
closed-loop system. It probably would be unwise to do so,
however, since a bias-shift failure may augur further failures
in thie sensor shortly thereafter. It would seem prudent to
switch the sensor out of the closed-loop system while
monitoring its performance. The entire question of closed-
loop reconfiguration strategy deserves and is receiving
cons1derable attention.

_ Process Model
The dynamics of the aircraft in our model are characterized
by two state variables; g = pitch rate and a = angle-of-attack,
which are assumed to obey the following differential
equations:?

4= —wj(a—08) M
a=—a/tT+q - : \ Q2 -

where w,, @, and 7 are taken to be constant for the purpose of
this study. The control input is the deflection of the elevator é
(from the trim condition).

For illustrative purposes we assume that there are two
sensors: a rate gyro which measures the pitch rate and an
accelerometer which measures the specific force normal to the
longitudinal axis of the aircraft (see Fig. 1):

ay= I?‘S’= V(ig—&)

(It is noted that it is not necessary to have both a rate gyro and
a ngrmal accelerometer for stability augmentation alone; a
rate gyro would be perfectly adequate for this purpose. But
the normal accelerometer might well be present for other
purposes. And, of course, other combinations of sensors (air
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Fig.1 Aircraft dynamic model.

data, attitude gyros, etc.) used in aircraft flight control
systems can be treated by this method.)
Thus, from Eq. (2),

aN= o

V.
.

and the normal acceleration is proportional to the angle-of-
attack «. The scale factor ¥V/7 can be absorbed in the sensor

output conversion. Hence the observation equations can be
taken as

9n=Y;=q+b,+w, 3)
o, =y, =a+b,+w, )

- The quantities b, and b, are the sensor biases (the variables
subject to sudden change), and w, and w, represent white
measurement noise, which is assumed to be present at all
times. '

The dynamics and observations can be expressed in the
standard vector-matrix form

x=Ax+Bd (%)

y=Cx+Db+w . 6)

L] =T
A= . = )
1 -1/ 0

o]
C=D=I= ®
01

Using this dynamic model, our objective will be to.illustrate
the calculations needed to design the failure detector and
corrector and to demonstrate the performance that can be
achieved. This is accomplished in the next two sections.

State Estimation and Failure Detection
Bias-Free State Estimator, F, l
The general theory presented in Refs. 5-7 calls for the
design of an observer under the hypothesis that the bias vector
b is identically zero and the use of the residuals (innovations)
of this filter to drive the failure detector.
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The general form of the observer for the process defined by
Eqgs. (5) and (6) is

x=Ax+Bé+Kr ‘ )

where r=y— Cx is the residual that drives the failure detector.
If the excitation and observation noise spectral density

‘matrices, Q and W, respectively, are known, the observer can

be optimized for these noise statistics, and, in this case, the
observer becomes a Kalman filter with the gain matrix given
by

K=PC'W-! (10)
where
P=AP+PA’'—PC'W-ICP+Q an

As formulated in Eq. (5) no white noise input to the process is
assumed. This leads to a covariance matrix P that tends to
zero and takes K along with it. The modeling assumption can
be changed to include some ‘‘process’’ noise which would
produce nonzero steady-state covariance and gain matrices.

The present method, however, does not require that the
observer be a Kalman filter; it works for any gain matrix X
that produces a stable observer, i.e., for which the eigenvalues
of A-KC have negative real parts. In particular, the observer
may be a “‘detection filter’’ introduced by Beard,!? the gains
of which are designed to facilitate identification of failures.
The approach' used here embraces the latter viewpoint.
Specifically, the gain matrix is selected to meet the following
conditions: .

1) The gain matrix X must be consistent with a positive-
definite covariance matrix, i.e., there must exist a positive-
definite spectral density matrix W such that the covariance
matrix P is positive-definite. This is easy to accomplish,

. because from Eq. (10), with C=1, P=KW. A diagonal gain

matrix, K will satisfy this condition for a diagonal spectral
density matrix.

2) The resulting observer must be asymptotically stable.
This condition is achieved with a diagonal gain matrix

[ K, 0 ] _
K= : (12)
0 K,

The observer characteristic equation is

lsI—AK l=0 (13)
with
—k; —of
Ag=A—-KC=A—-K= 14
1 =1l/r-K,
Thus, Eq. (1 3)_ becomes
. 1 , 1
(s+K;) (S+ . +K2)+w5=52+ (K1+K2+ __)s
7
’ 1
+w5+K, (K2+ 7):0 (15)

and clearly the observer is asymptotically stable for any
nonnegative K; and X,.

3) The residuals generated by the observer should be such
as to permit identification of the instrument that fails. This
requirement needs elucidation. In general, a sudden transition
in the bias of one sensor will create a step change in more than
one of the residuals. It is desirable, however, to get a different
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failure identification for each sensor failure. In the present
(multidimensional) failure detection algorithm,
currence of a failure is signalled by one or more components
of a “‘trigger” vector z exceeding a threshold. In general,
more than one component of z will exceed the threshold when
a failure in a single sensor occurs. The trigger pattern for each
sensor failure is determined by a matrix S, which is related to
the equivalent observation matrix H as follows

S=H'(HFH' + w) -1 (16)

where F is a matrix, resembling a covariance matrix that
appears in the failure detection algorithm. It is shown in Ref.
- 7 that a different component of the trigger vector is excited
for each different bias transition if the matrix S satisfies the
condition

SH=A=diag[},,...,\;] an

The matrix F tends to zero if the time between failures is long
relative to the dynamics of the bias estimator. In that case Eq.
(17) becomes

H'W-TH=A (18)
Thus, selecting the gain matrix K so that the equivalent ob-
servation matrix H satisfies Eq. (18), establishes a one-to-one
correspondence between components of the trigger vector z
and instrument failures. The ‘“detection filter’’ 1% performs the
same function.

It is shown in Ref. 11 that the equivalent observation matrix
H s given by

H=CV4-D= V+1 [byvirtue of Eq. (8)] (19)
where, in the steady state,
(A-KC)V=KC
or, in this application,
(A-K)V=K 0
From Eqgs. (19) and (20) we obtain
H=(A-K)" 1A | @1
Thus, to satisfy Eq. (18), select the gain matrix K such that
A (A’ —=K')-IW-1(A-K) A=A : (22)
This is the third condition that must be satisfied by the gain
matrix K. It turns out, to our delight, that this condition can

also be satisfied by a diagonal matrix. In particular, using Eq.
(21), we find that

I W Wik,
Wi +K, (— +K2) —K, oK/
T

And, for

Eq. (22) becomes
1

1 2 {—
Wi+ K3 (——T— +K2)

wi/wi+Ki/w, lwd

the oc- -

wiK,/w,—K (wo+K,/T)/w2 v WK /w (Wi K, /1) 2wy,
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To satisfy this condmon, it is necessary that the off- dlagonal
elements of the matrix be zero, i.e.,

Wi _ wiK,
w, K,(w3+K,/T)

@49

The matrix H of Eq. (23) and the spectral density matrix W
are input data to the failure detection algorithm. The gains,
K, and K, can be selected as desired. Then, by selecting w,
and w, to satisfy Eq. (24), the failure identification
requirement, Eq. (18), is achieved. Alternatively, if the
spectral density matrix W is used as the starting point, then
Eq. (18) is met by selecting the gains in accordance with Eq.
(24).

As a numerical example, we assume the open -loop aircraft
dynamics are characterized by w,=10 rad/s and 7=0.5 s.
This corresponds to a ‘‘damping ratio’’ { of 0.1. We would
like the bias-free filter F, to have a higher natural frequency
and greater damping, such as would result for a filter
characteristic equation

(s+w;)?+0?=5?4+2w,;5+203=0 -
which gives a damping ratio of 1v2. From Eq. (15) we find
that

2w1=K1+K2+1/T
203 =wd+K, (K, +1/7)

Selecting w,; =20, we find that K, =10 and K, =8, and, for
these gains, we obtain, using Egs. (23) and (24),

0.5 4.0
H=
, -0.05 0.6

W,

and

=66.67
W,

The bias-free filter with the diagonal gain matrix satisfies
the following differential equations:

g=—wj(a—00) +K, ()’1“?)

o= —&/T+K2(y2—5l)

These are shown in the form of an analog computer diagram
in Fig. 2, which also shows the residuals as the input to the
failure detector.

Simulated behavior of the aircraft in response to white
noise on & and the corresponding observations and state

‘estimates of the state estimator under the hypothesis of no

failure are shown in Figs. 3 and 4. Failures in the form of bias
shifts—are assumed to occur in the normal accelerometer at
t=2s and in the rate gyro at t=4 s. These are indicated as
jumps on the observed quantmes in the figures. The response
of the filter to these mputs is shown on the traces labeled &
and 4. Since the filter is designed under the hypothesis of no
failure, it is oblivious to the occurrence of the transitions.
Thus, the outputs of the filter & and g are *‘contaminated’’ by
these transitions. The effect of this is-more evident in the pitch

KZ/WI-KI(""(Z)'*'KI/T‘)/WZjI {)\1 0 ]

0 N
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rate estimate g, which tends to follow the observed pitch rate
4,,- The transfer function from the observed to the estimated
angle of attack is high pass, so the transition in the ac-
celerometer bias has no steady state effect.

The last trace on Figs. 3 and 4 show the corrected estimates,
obtained as explained below.

Failure Detection and Correction

The residuals of the bias-free filter shown in Fig. 2 are the
inputs to the failure detection algorithm shown in Fig. 5, the
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WYY U Vv
] | |
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Fig. 4 Pitch rate and estimates.

details of which are given in Ref. 7. This algorithm requires
the equivalent observation matrix H and the observation noise
matrix designated as R. The former is the matrix defined by
Eq. (23), and has the numerical value given by Eq. (25). The
latter is proportional to the spectral density matrix W, i.e.,

r, 0
R= with r; =66.67 r,
0 r
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The algorithm also requires a set of thresholds for each of the
triggers and a set of, variances o2, by which the diagonal
elements of the bias estimation covanance matrix (Pin Ref. 7)
are increased as a result of a detected transition, i.e., when the
trigger exceeds the corresponding threshold. If the thresholds
are all set to zero, the algorithm will always take the right-
hand (YES) branch and reverts to the linear (Kalman filtering)
algorithm for the estimation of a random walk (b=white
noise) observed’ through noise. The distinctive, nonlinear
behavior of the bias estxmator results when the thresholds are
. set at nonzero levels. ‘

The benefits of the nonlinear (maximum-likelihood)
algorithm of Fig. § are illustrated for this application in Figs.
6 and 7. The upper trace shows the performance of the
nonlinear algorithm when the thresholds are set to realistic,
nonzero values approximately half the value of -the trigger
generated by corresponding instrument failures. The
following three sets of traces correspond and show the per-
formance of linear filters (i.e., thresholds set to zero) for three
levels of process, noise o,,. These are designated as ‘‘low
gain,’’ “‘middle gain,’’ and “‘high gain.”” The high gain case
corresponds to the same o,,; used in the nonlinear filter, the
middle gain case uses o,,; set at 1/10 of the high gain values,
and the low gain case uses 0,,; = 1/100 of the high gain values.

Figures 6 and 7 show that the steps are tracked to some
extent by the linear filters with each set of gains, as well as by
the nonlinear filter. The nonlinear filter, however, shows a
significant advantage in that it combines a rapid transient
response with an absence of noise in the steady state. Consider
the estimates of the pitch rate bias shown in Fig. 7, for
example. The transient response speed of the nonlinear filter
is comparable to that of the linear filter with the ‘“‘middle
gain’’ values. The latter filter has a noisier steady-state ouput.

" A lower steady-state noise level can be achieved with a linear
filter by reducing the gain, but this reduces the speed of
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Fig.5 Flow chart of multidimensional failure detection algoriihm.
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response. A heuristic explanation of why the nonlinear
estimator can exhibit performance unattainable in a linear

filter is that the bandwidth of the latter is fixed. In order to

produce a fast transient response, it must have a high band-
width and hence must permit the passage of much of the white
noise present in the residual. Reducing the bandwidth to
reduce steady-state output noise necessarily compromises
transient response. The bandwidth of the nonlinear filter, on
the other hand, is not fixed. When the occurence of a tran-
sition is detected, the covariance matrix P is increased, (see

NONLINEAR
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(I ywrT LINEAR-HIGH GAIN™

Ll ﬂn ;hAA M’u.
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D 1.5 3.0 4.5 6.0
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Fig. 6 Accelerometer bias estimates.
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Fig.7 Pitch rate bias estimates.
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Fig. 5). This increases the éstimator gain X and hence its
bandwidth. In the time interval between transitions, however,
the covariance matrix becomes smaller; this reduces the
estimator gain and its bandwidth. It is the ability of the
nonlinear estimator to. change its covariance matrix in
response to a detected transition that gives the nonlmear
estimator its desirable properties.

. The estimate of the bias can be used to correct the state
estimate, in accordance with the relationship!©

F=X+Vbh
where Vis the matrix given by Eq. (20). For this example,
-0.5 4.0
V=|
-0.05 -~-04
The results of using this correction with 5 from the nonlinear
filter shown by the last traces in Figs. 3 and 4. It is observed

that the offsets due to the biases in the uncorrected estimates
& and g are removed when the correction Vb is applied.

Conclusion

This paper has presented a digital simulation of the ef-
fectiveness of a new failure detection and correction technique
to detection of failures of sensors in an aircraft flight control
system. |

The aircraft model was intentionally simplified to permit
the reader to follow and verify the calculations. The design
calculations for a more complete and realistic aircraft model
follow the same pattern as those illustrated in this paper, but
would require the aid of a computer to perform. There is no
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indication ti’iait the results for a more realistic model would be
any different from those presented here.
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